Web Water Development Backup & Disaster Recovery Proposal
The Current Process
The current process is primitive and has very little central management or ability to ensure data integrity of backed up data. The two current systems I employ are NTbackup (free windows tool built into the server) and two Sonicwall CDP units. The CDP (Continuous Data Protection) units backup Email and Billing software in near real time, and provide backup for user files out on the Treatment Plant and WEB office computers. Data on the CDP can be sent offsite to another CDP device. NTbackup does the system state for the servers and the CityMap data; to move data offsite requires manual intervention.
I recommend moving to a centralized backup process that allows us to replicate offsite for disaster recovery. The current process only backs up the files and in the event of a disaster (man made or natural), there would be an associated cost in manhours to rebuild the servers and applications and THEN restore the files themselves. The new process would allow for the recovery of single files from the servers as well as restoring a whole server from the last snapshot.
WEB Water currently has no hardware on site to recover from a catastrophic disaster. With the current process, Web would have to order a new server, install the operating systems, re-install the applications and then restore any files. The minimum time to accomplish this with the current process would be two weeks. During those two weeks, we would not have any billing, email or work ticket systems and it would cost approximately $X in manhours and overtime to recover from a man-made or natural disaster). Plus any additional time to import any manually created records after servers were restored.
Phase I
Phase I is implementing backup software and additional servers to provide local High Availability and offsite replication for Disaster Recovery. In the event of a disaster, servers would be restored at our ISP within half a business day with approximately half a day of data loss. We would save $X per month by cutting offsite data storage costs with NRCTV and it will cost $X per month to buy/lease and rent Rackspace with them instead. The servers (also known and Virtual Machines) will be backed up automatically locally and then also sent offsite to the NRCTV server. We would reuse our existing single server as a SAN (Storage Area Network) with some minor costs in upgrades.
Hardware
Dell R410 (2 servers @ $3,400 each)		$6,800
500 GB Nearline SAS 7.2k Drives	 (2)		$440
Dual Port 1 GbE NIC				$120
Software:
Veeam Essentials Bundle (backup software): 	$3,319.60
VMWare Essentials Bundle			$4,286.81
Starwind CDP (SAN Software)			$995
[bookmark: _GoBack]Total:						$15,961.91

Phase II (6 to 12 months)
Phase II would be expanding our SAN with better performance. This would give us 8 Terabytes (TB) of usable space versus 2TB. By building the hardware ourselves and purchasing the software, it will be more cost effective than buying a traditional SAN from NetApp, EMC, etc and it will perform much better. The ideal solution would to buy two and then have High Availability between both of them for redundancy (Phase III?). Hardware prices will vary in this timeframe.
SuperMicro SAN (8TB space, 320GB SSD cache)	$7,500
Nexenta  (SAN Software)			$2,400
Nextenta VMware Plugin			$1,900
Total						$11,800



